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United States Threats
Sustainable Stable Warning Alert

National Intelligence

Fragile State Index Estimates
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= North Korea
= Russia

=  China

Russia Threats

Russia Unfriendly List
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Sources: Fund for Peace Fragile State Index (2022); World Population Review (2023); Vine (2021); US Base Structure Report FY
2018 (2018); US National Intelligence Estimate (2022); Russia Unfriendly List (2022)




Southeast Asia 2023

Southeast Asia Dynamics 2023-2024 =

S

= Ethnic minority persecution

= Civil war * The highest economic
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] Vietnam
- = Growing antipathy
L - towards the government .E . . sk
ool and monarchy conomic recession ris

» General election (4 Jun
2023) Philippines

@ = Weak political

consolidation
= Economic recession risk

= Hyperinflation

Major Geopolitical Flashpoints .
= Default risk

. United States Military Installation

. Chinese Military Installation Laos

Sustainable Stable Warning Alert

VN W a0 [0 DA AN 1200 = Digital and Intelligence .
R gl Stats ooy Service (DIS) = General election (23 Jul
ervice 2023)
Major US and China Military Installation around Southeast Asia
Singapore Cambodia
©® Henoko Base @ COMLOG Westpac Navy Base ® vYulin © Zhangjiang
©® Futenma Base @ Changi Naval Base ini
Guangzhou Guipin i

© Joint Region Marianas/ @ RAAF Base Darwin e . . o RIng = General election (14 Feb .

Naval Force‘s Marianas @ Deferice Establishiisst Beiriiiah ©® Haikou @ Paracel 2024) . Integratlon to ASEAN .

© Andersen Air Force Base @ Robertson Barracks Close Training Area @ Shantou ® Spartly = Fiscal and monetary * Parliamentary election (Mei
© Naval Base Guam @ Kangaroo Flats Training Area © Mawei @ Kroung Preah Sihanouk . VOIatIIIty . 2023)
@ Fori Magsaysay @ Mount Bundey Training Area ° Beihai @ C island Indonesia Timor-
@ Basa Air Base © RAAF Base Tindal QLa:15iar Leste
: Antonio Bautista Air Base @ Gradshaw Fisid Training Area ° Lingshui 0 Hambantota

Mactan-Benito Ebuen Air Base : ; o San

Diego Garcia ya Kyaukpyu -
@ Lumbia Air Base @ Dl © kyaukpy = Energy market volatility

US overseas military installations illustrated on the map are selected military installations with a significant role in Southeast Asia based
on the study of IISS Military Balance 2022. On the other hand, China’s military installations depicted on the map are the main military Brunei
installations in Southern Theatre Command and several overseas facilities, be military or quasi-military.

Sources: Adopted from Military Balance+ (2022) and Fund for Peace Fragile State Index (2022)



Military Technology Development

Military Technology Projection 2020-2040
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Effect of Artificial Intelligence (Al) on Military Operations

Land Sea Air Space Cyber
Projected Advances in Projected Advances in Projectiles,
Sensors Technology Propulsion, and Platform Technology Sensin Al—enhanced
Sensor-laden Long-Endurance I 8 . . Al-enabled
. distributed to situasionan .
Sensors robotic ground autonomous . cyber-monitoring
: . unmanned awareness in -
SémicM Sy vehicle surveillance . and triage
wingmen space
c3l Autonomous Al processing; Cooperative human-machine interfaces and augmented decision making
* Armed ground * Autonomous * Atrriable * Autonomous » Al-enabled
vehicle “swarms” of wingmen antisatellite cyber offense
Effects * Intelligent small robotic conductiong counter- and cyber
nonkinetic platform air-to-air measures defense
itk Conmbiston engagement combat

Al technologies hold great promise for facilitating military decisions, minimizing human
causalities and enhancing the combat potential of forces. However, the application of Al
in war raises concerns about ethics, such as the principles of distinction and
proportionality.

Source: Gons et al (2018)

Hypersonic Weapons

Terrestrial-Based Detection of Ballistic
Missilis vs Hypersonic Glide Vehicles

.

Detected _.\‘.
by radar

Hypersonic weapons could challenge
detection and defense due to their

speed, maneuverability, and low
altitude of the flight.
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. e ) ) ‘ff?::_.fge:,” Numerous countries are in the process
Based on the O’Hanlon projection, artificial intelligence/big data, » L. of developing hypersonic
Hypersonic giider lr&}erru,» ‘-._. by radar

computer hardware and software, cyber operations, the internet
of things, and robotics systems will experience major
technological revolutionary leaps and disrupt future war
. . X N
characteristics. & Launchsie Target ™.

weapons. The United States, Russia,
and China possess the most
advanced hypersonic weapon
program.
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Source: O'Hanlon (2018) Source: US Air Force (2018)




Military Trend

Multi Domain Operation

Single Domain  Cross Domain Multi-Domain

Synergy Multiple Options
Air to Air Airto Ground  (Optimization Across Domains) (Layered)

See. See Stimulate
Air ISR Air ISR Cyberspace

See See See.
Space SOF RAir ISR

Strike Strike See %lnl\e Strike
Air 4" Gen Air 4" Gen Space Air 5" Gen Land LRPF

Re-Strike
Air 4" Gen
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Compete (Forward Presence Forces)

Re-Strike
Air 4" Gen

Strike
Air 5" Gen

Re-Strike
Land LLRPF

Strike See
Land LRPF EW & Radar

Whole of Government

Diplomatic; Economic

National & District Level Forces

Information Warfare; IRBMs/SRBMs;
. Cruise Missiles: Cyber; Long-Range
SAMs

Conventional Forces

SRBMs; Mid-Range SAMs; Long-
Range Multiple Rocket Launchers

Conventional Forces

Maneuver; Short-Range Air
Defense; Electronic Warfare;
Counter-PNT, Cyber

Source: US-Army TRADOC (2021)
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Grey-Zone Conflict <% =
Measures Short of War Irregular Warfare/Terrorism Hybrid Warfare Conventional Warfare
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K Gray Zone

Level of Gray Zone Activities

Aggressive | ¢ Direct quasi-military or military + Seizing territory in a
action disputed area

» Significant threat to territorial
integrity or sovereignty

« Often a clear violation of
international law

Moderate » Direct action, oftenina + Cyber attack
nonmilitary form * Ramming vessels in
* Goal is establishing claims and disputed sea
coercion * Fishing boat swarms
* Does not immediately threaten + Economic sanction
the territorial integrity * Border closing
* Legal status of an action is highly
contested
Persistent | * Broad-based, low-level routine » Disinformation
actions as part of a campaign campaign

* Does not clearly violate
international law

The Gray Zone is an operational space between peace and war,
involving coercive actions to change the status quo below a threshold
that, in most cases, would prompt a conventional military response.

Sources: Hoffman (2018)






